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IAM Counseling Notes
(MCP Notes for State Staff)
Documentation Purpose:

The purpose of this document is to provide the Army National Guard (ARNG) Education Services Officers acting as an Information Assurance Manager (IAM) for their state or territory, with tools for determining if an applicant qualifies for the ARNG MCP voucher initiative by virtue of IA position, education, and / or experience.
	Acronym
	Definition

	CE
	Computing Environment

	NE
	Network Environment

	IA
	Information Assurance

	IAT Level
	Information Assurance Technical Level

	IAM
	Information Assurance Management Level

	DAA
	Designated Approving Authority

	C&A
	Certification and Accreditation


IA WORKFORCE TECHNICAL CATEGORY    
IAT LEVEL I -   IAT Level I personnel normally has 0 to 5 or more years of education/experience in IA technology or a related field. Applies basic knowledge of IA concepts, practices, and procedures within the CE. Supervision, under supervision and typically reports to a CE manager. 
IAT Level I Functions - Recognize a potential security violation, take appropriate action to report the incident as required by regulation, and mitigate any adverse impact.  Apply instructions and pre-established guidelines to perform IA tasks within the CE. Provide end user IA support for all CE operating systems, peripherals, and applications. Support, monitor, test, and troubleshoot hardware and software IA problems pertaining to their CE. Apply CE specific IA program requirements to identify areas of weakness.  Apply appropriate CE access controls.
Install and operate the IT systems in a test configuration manner that does not alter the program code or compromise security safeguards. Conduct tests of IA safeguards in accordance with established test plans and procedures. Implement and monitor IA safeguards for CE system(s) in accordance with implementation plans and standard operating procedures. Apply established IA security procedures and safeguards and comply with responsibilities of assignment. Comply with system termination procedures and incident reporting requirements related to potential CE security incidents or actual breaches. Implement online warnings to inform users of access rules for CE systems. Implement applicable patches including IA vulnerability alerts (IAVA), IA vulnerability bulletins (IAVB), and technical advisories (TA) for the CE operating system(s). Understand and implement technical vulnerability corrections.
Enter assets in a vulnerability management system. Apply system security laws and regulations relevant to the CE being supported. Implement DoD and DoD Component password policy. Implement specific IA security countermeasures.
  IAT LEVEL II - Personnel provide NE and advanced level CE support.  They pay special attention to intrusion detection, finding and fixing unprotected vulnerabilities, and ensuring that remote access points are well secured.  These positions focus on threats and vulnerabilities and improve the security of systems.  IAT Level II personnel have mastery of the functions of the IAT Level I position.  
IAT Level II normally has at least 3 years education/experience in IA technology or a related area. System Environment NE and advanced CE Knowledge.  Mastery of the functions of the IAT Level I position.  Applies knowledge and experience with standard IA concepts, practices, and procedures within the NE. Supervision, works under general supervision and typically reports to network manager. Relies on experience and judgment to plan and accomplish goals within the NE. IA Certification and Operating System Certification. 
Personnel performing these functions, regardless of their occupational title (e.g., system administrator, help desk technician, information system technician, mechanic, infantry, logistics coordinator, etc.) shall be identified as part of the IA workforce. Demonstrate expertise in IAT Level I CE knowledge and skills. Examine potential security violations to determine if the NE policy has been breached, assess the impact, and preserve evidence. Support, monitor, test, and troubleshoot hardware and software IA problems pertaining to the NE. Recommend and schedule IA related repairs in the NE. Perform IA related customer support functions including installation, configuration, troubleshooting, customer assistance, and/or training, in response to customer requirements for the NE. Provide end user support for all IA related applications for the NE. Analyze patterns of non-compliance and take appropriate administrative or programmatic actions to minimize security risks and insider threats.
Manage accounts, network rights, and access to NE systems and equipment. Analyze system performance for potential security problems. Assess the performance of IA security controls within the NE. Identify IA vulnerabilities resulting from a departure from the implementation plan or that were not apparent during testing. Provide leadership and direction to IA operations personnel. Configure, optimize, and test network servers, hubs, routers, and switches to ensure they comply with security policy, procedures, and technical requirements. Install, test, maintain, and upgrade network operating systems software and hardware to comply with IA requirements. Evaluate potential IA security risks and take appropriate corrective and recovery action. Ensure that hardware, software, data, and facility resources are archived, sanitized, or disposed of in a manner consistent with system security plans and requirements. Diagnose and resolve IA problems in response to reported incidents. Research, evaluate, and provide feedback on problematic IA trends and patterns in customer support requirements. Ensure IAT Level I personnel are properly trained and have met OJT program requirements. Perform system audits to assess security related factors within the NE. Develop and implement access control lists on routers, firewalls, and other network devices. Install perimeter defense systems including intrusion detection systems, firewalls, grid sensors, etc., and enhance rule sets to block sources of malicious traffic. Work with other privileged users to jointly solve IA problems. Write and maintain scripts for the NE. Demonstrate proficiency in applying security requirements to an operating system for the NE or CE used in their current position.  
IAT Level III - Personnel focus on the enclave environment and support, monitor, test, and troubleshoot hardware and software IA problems pertaining to the CE, NE, and enclave environments.  IAT Level III personnel have mastery of the functions of both the IAT Level I and Level II positions.  IAT Level III personnel normally have at least 7 years of education/experience in IA technology or a related area. 
Knowledge   Expert in all functions of both IAT Level I and IAT Level II positions.  Applies extensive knowledge of a variety of the IA field’s concepts, practices, and procedures to ensure the secure integration and operation of all enclave systems. Works independently to solve problems quickly and completely.  May lead and direct the work of others.  Typically reports to an enclave manager. Relies on extensive experience and judgment to plan and accomplish goals for the enclave environment.  Supports, monitors, tests, and troubleshoots hardware and software IA problems pertaining to the enclave environment.  
Personnel performing these functions, regardless of their occupational title (e.g., system administrator, help desk technician, information system technician, aviation mechanic, infantry, logistics coordinator, etc.) shall be identified as part of the IA workforce  Mastery of IAT Level I and IAT Level II CE and/or NE knowledge and skills. Recommend and schedule IA related repairs within the enclave environment. Coordinate and ensure end user support for all enclave applications and operations. Lead teams to quickly and completely solve IA problems for the enclave environment. Plan and schedule the installation of new or modified hardware, operating systems, and software applications ensuring integration with IA security requirements for the enclave. Determine whether a security incident is indicative of a violation of law that requires specific legal action... Direct the implementation of appropriate operational structures and processes to ensure an effective enclave IA security program including boundary defense, incident detection and response, and key management. 
Monitor and evaluate the effectiveness of enclave IA security procedures and safeguards. Analyze IA security incidents and patterns to determine remedial actions to correct vulnerabilities. Develop the enclave termination plan to ensure that IA security incidents are avoided during shutdown and long term protection of archived resources is achieved. Develop and apply effective vulnerability countermeasures for the enclave. Develop and manage IA customer service performance requirements. Develop IA related customer support policies, procedures, and standards. Write and maintain scripts required to ensure security of the enclave environment.
Design perimeter defense systems including intrusion detection systems, firewalls, grid sensors, etc., enhance rule sets to block sources of malicious traffic, and establish a protective net of layered filters to prevent, detect, and eradicate viruses. Schedule and perform regular and special backups on all enclave systems. 
IA WORKFORCE MANAGEMENT CATEGORY    
IAM Level I - Usually an entry level management position with 0 to 5 or more years of management education/experience. System Environment CE IAM. Applies knowledge of IA policy, procedures, and structure to develop, implement, and maintain a secure CE. For IA issues, typically reports to an IAM Level II (NE).  May report to other management for other CE operational requirements. Manages IA operations for a CE system(s). Personnel performing these functions, regardless of their occupational title (e.g., Information System Security Officer (ISSO), Information Assurance Officer (IAO), Information Systems Security Manager (ISSM), logistics manager, pilot, infantry officer, etc.) shall be identified as part of the IA workforce. Use federal and organization specific published documents to manage operations of their CE system(s). Provide system related input on IA security requirements to be included in statements of work and other appropriate procurement documents. Support and administer data retention and recovery within the CE. Participate in the development or modification of the computer environment IA security program plans and requirements. Develop procedures to ensure system users are aware of their IA responsibilities before granting access to DoD information systems. Recognize a possible security violation and take appropriate action to report the incident. Supervise or manage protective or corrective measures when an IA incident or vulnerability is discovered. Ensure that system security configuration guidelines are followed. Ensure that IA requirements are integrated into the Continuity of Operations Plan (COOP) for that system or DoD Component. Ensure that IA security requirements are appropriately identified in computer environment operation procedures. Monitor system performance and review for compliance with IA security and privacy requirements within the computer environment. Ensure that IA inspections, tests, and reviews are coordinated for the CE. Participate in an IS risk assessment during the C&A process. Collect and maintain data needed to meet system IA reporting requirements. 
 IAM Level II Position - Usually has at least 5 years of management education/experience. System Environment NE IAM. Applies knowledge of IA policy, procedures, and workforce structure to develop, implement, and maintain a secure NE. Supervision For IA issues, typically reports to an IAM Level III (Enclave) Manager DAA.  May report to other senior management for network operational requirements. Relies on experience and judgment to plan and accomplish goals.  Manages IA operations for an NE(s). 
Develop, implement, and enforce policies and procedures reflecting the legislative intent of applicable laws and regulations for the NE. Prepare, distribute, and maintain plans, instructions, guidance, and standard operating procedures concerning the security of network system(s) operations. Develop NE security requirements specific to an IT acquisition for inclusion in procurement documents. Recommend resource allocations required to securely operate and maintain an organization’s NE IA requirements. Participate in an IS risk assessment during the C&A process. Develop security requirements for hardware, software, and services acquisitions specific to NE IA security programs... Ensure that IA and IA enabled software, hardware, and firmware complies with appropriate NE security configuration guidelines, policies, and procedures. Assist in the gathering and preservation of evidence used in the prosecution of computer crimes. Ensure that NE IS recovery processes are monitored and that IA features and procedures are properly restored.
Review IA security plans for the NE. Ensure that all IAM review items are tracked and reported. Identify alternative functional IA security strategies to address organizational NE security concerns. M-II.13. Ensure that IA inspections, tests, and reviews are coordinated for the NE. Review the selected security safeguards to determine that security concerns identified in the approved plan have been fully addressed. Evaluate the presence and adequacy of security measures proposed or provided in response to requirements contained in acquisition documents. Monitor contract performance and periodically review deliverables for conformance with contract requirements related to NE IA, security, and privacy. Provide leadership and direction to NE personnel by ensuring that IA security awareness, basics, literacy, and training are provided to operations personnel commensurate with their responsibilities. Develop and implement programs to ensure that systems, network, and data users are aware of, understand, and follow NE and IA policies and procedures. Advise the DAA of any changes affecting the NE IA posture. Conduct an NE physical security assessment and correct physical security weaknesses.
IAM LEVEL III - Personnel are responsible for ensuring that all enclave IS are functional and secure.  They determine the enclaves’ long term IA systems needs and acquisition requirements to accomplish operational objectives.  They also develop and implement information security standards and procedures through the DoD certification and accreditation process.  Usually has at least 10 years of management education/experience. 
IAM Level III personnel are responsible for ensuring that all enclave IS are functional and secure.  They determine the enclaves’ long term IA systems needs and acquisition requirements to accomplish operational objectives.  They also develop and implement information security standards and procedures through the DoD certification and accreditation process. Usually has at least 10 years of management experience. Enclave Environment IAM. Applies knowledge of IA policy, procedures, and workforce structure to develop, implement, and maintain a secure enclave environment. Typically reports to a DAA for IA issues. May report to other senior managers for enclave operational requirements. Relies on extensive experience and judgment to plan and accomplish enclave security related goals.  Manages IA operations for an enclave(s). Securely integrate and apply Department/Agency missions, organization, function, policies, and procedures within the enclave. Ensure that protection and detection capabilities are acquired or developed using the IS security engineering approach and are consistent with DoD Component level IA architecture. Ensure IAT Levels I – III, IAM Levels I and II, and anyone with privileged access performing IA functions receive the necessary initial and sustaining IA training and certification(s) to carry out their IA duties. Prepare or oversee the preparation of IA C&A documentation. Analyze, develop, approve, and issue enclave IA policies. Evaluate proposals to determine if proposed security solutions effectively address enclave requirements, as detailed in solicitation documents. Identify IT security program implications of new technologies or technology upgrades. Evaluate cost benefit, economic and risk analysis in decision making process. Interpret and/or approve security requirements relative to the capabilities of new information technologies. Interpret patterns of non compliance to determine their impact on levels of risk and/or overall effectiveness of the enclave’s IA program. Analyze identified security strategies and select the best approach or practice for the enclave. Ensure that security related provisions of the system acquisition documents meet all identified security needs. Evaluate and approve development efforts to ensure that baseline security safeguards are appropriately installed. Evaluate the presence and adequacy of security measures proposed or provided in response to requirements contained in acquisition documents. Monitor and evaluate the effectiveness of the enclaves’ IA security procedures and safeguards to ensure they provide the intended level of protection.
